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O6wue TpeHAbI

Global Blockchain Business Council (GBBC)
TOM-MeHeKepbl M10X0 MOHVMAKT BO3MOXHOCTY TEXHONOTMN 610KYEH

e 63% pecnoHAeHTOB CUNTALOT, UTO TOM-MeHeKMEHT MI0X0 pa3brpaeTcs B TeXHONAOrMN 610KYeliH
e 76% CcKasanu, YTO PyKOBOANTENN He CTPEMSITCA K OCBOEH M0 61oK4enHa

e 7% 3a8BWAK, YTO TOM-PYKOBOACTBO NMOHMMAaEeT 0COBEHHOCTU NpUMeHeH s 6aokyeliHa

e 30% oueHnnn cObCTBEHHOE MOHMMaHMe TeEXHONOrMK B10KYeliH Kak "cpegHee"

e OxMAaeTcs, UTO MMPOBbIe Pacxoibl Ha 610K4YelH BbipacTyT Ha 108% B 2019 rogy

VcrouyHuk: Berman, A. "Poll: 63 Percent of Senior Execs Lack Understanding of Blockchain
Tech.” Cointelegraph (2019).

Gemalto
610K4YeliH cTan B 2 pasa 6onblue NpUMeHsTbCA B I0T

e brok4eliH cTan B 2 pa3a 4valle 1Cnonb30BaThCA B Lensx obecneyeHns 6esonacHocT AaHHbIX B 10T (B 2018 rogy gons

Bblpocsia ¢ 9% A0 19%)
e 23% cneumanncToB YBePeHbl, YTO TEXHONOMNSA CTaHeT "naeanbHbIM" BapnaHToOM Ans obecneveHns 6esonacHocTyn loT

e 91% KOMMAAHWM NNaHNPYIOT BHeApPeHe biok4enHa B byayLem
e 3aTpaTbl Ha obecneveHue 6e3onacHOCTY Bbipocan (c 11% 6rogxeTa loT B 2017 rogy A0 13% Ha faHHbIA MOMEHT).
e [lpyrne metozbl obecrneyeHns 6esonacHocTn: 71% - wndpoBaHue AaHHbIX; 66% - MeToAbl Ha OCHOBe Naposeit; 38% -

AByxpakTopHasa ayTeHTUdUKaLns

UctouyHuk: Gemalto. "Almost half of companies still can’t detect loT device breaches.”

(2019).

Bizzabo APNews

MY>XUMHbI cOCTaBNAT NouTn 80% B HeBaje 3aperncTtprupoBaHo 6obLue

YHaCTHUKOB KPUNTO-MeponpuaTni BCero 610k4YenH-6pakoB

e MyXuunHbI cocTaBnAoT 79% y4acTHUKOB e Bropoge PeHo, wTat HeBaga, 66110
MepOonpUATKIA, NOCBSALLEHHbIX KpUNTOBaNtOTaM 3aperncTprpoBaHo 6obLLEe BCEro B MVpe 6pakoB «Ha
N TeXHONOTNIM B10KYenH 6nokueiHe» B 2018 rogy

e [1o 70% pOKNaAUMKOB Ha TaknNX KOHGepeHLMSax e 950 6pakoB 6bIN0 3aPernCcTPMPOBAHO B CETU
Takxe ABAATCH My>XHYMHaMU Ethereum

e 57% y4aCTHMKOB BbINY 3aHATLI B PMIHAHCOBOM e [ony4unTb Bnok4veliH-cepTUdMKAT MOXHO 3a 24 Yaca B
cekTope oT/IuYMe OT 0bbIYHOrO NpoLecca permcTpaymmn bpaka,

KOTOpbIV 3aHMMaeT okono 10 gHei

VictouyHuk: Kumar, S. "80% Of
Attendees At Crypto-Focused Events
Are Male." (2019)

YctouHuk: "Some Nevada governments
using blockchain for public records."
APNews (2019).
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Crypto Valley Venture Capital
KONM4YecTBo 610KYeriH-koMnaHnii B LLIBeriuapumn un JInxteHLWwTeliHe pacTeT, HECMOTPSA Ha

TPYAHOCTUN B HAYCTPUN

e B 2018 rogy uncno 6aokyeriH-koMnaHuii B LLBeliLapum 1 JInxteHwTeliHe BbIPOC/10 Ha 20% (121 komnaHusa B 2017

rogy, 750 komnaHuii B 2018 rogy)
e KomnaHun n3 ton-50 "Kpuntogonuubl" LLBeiiLapui 06pasytoT 00 paBHYH 1/5 MUPOBOro pbiHKa KPUMTOBaOT
e CTOMMOCTb HOBbIX cTapTanos (Bitmain, Cardano, Dfinity Foundation, Ethereum) coctaBnsieT 6onee $1 mnpa
e PbIHOYHas CTOMMOCTb 50 6a0K4YeliH-KOMMNaHWA CHU3MNack Ha 55% (c $44 mnpa 8o $20 mapa)

UctouyHuk: CV VC. "The Crypto Valley's Top 50 Q1 2019." (2019).
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Global Blockchain Business Council (GBBC)
40% VHCTUTYLMOHANbHbBIX MHBECTOPOB BEPUT, YTO B610KYENH CTaHeT caMol

pEBO}'II'OLI,I/IOHHOI7| TEXHOI0T e Co BpemMeH MHTepHeTa

31% OMNMPOLLUEHHDbIX CHATAKOT, YTO B TEUEHWE 5 net Yy Beayumnx rnobanbHbIX KOMMNAaHUN NOSABATCS pykoBoguTenn,

OTBEeTCTBEHHbIE 3@ pa3BuUTMe 60OKYEeH-HanpaBAeHWi
26% pecrnoHAeHTOB yBepeHbl, UTO BegyLlne rnobanbHble KOMAaHUM ByayT 0653aHbl OTUNTLIBATBLCS O MAaHaxX

BHeApeHUs 610KYeliH-peLleHN i, NOCKONbKY 3TOro 6yayT TpeboBaTb MHBECTOPLI

VictouyHuk: Suberg, W. "40% of Investors Say Blockchain Could Be ‘Most Transformative’
Tech Since Internet: Survey." Cointelegraph (2019).

Marsh & McLennan, FireEye, Circle
TP K/IH0YEeBbIX BbI30BA A/ TEXHONOMN 6/10KYEeNH 1 KPUNTOAKTUBOB

MOXHO N CO34aTb HAZAEXHYIO MHCTUTYLIMOHANbHYH PbIHOUHYIO MHGPACTPYKTYPY A/ KPUMTOAKTUBOB?
MoryT /v FocyapCTBeHHbIe opraHbl MPUIATH K KOHCEHCYCY MO NMOBOAY 06LLeli HOPMaTMBHO-NPaBOBOW 6a3bl A/1A 3TOro

HOBOrO Knacca akT1BoB?
MoXeT in TexHoNornsa 610K4erH npoABNTb cebsi Kak be3onacHas ceTb Aana obmeHa Kpl/II'IToaKTI/IBaMI/I?

UctouHuk: Marsh & McLennan, FireEye, Circle White Paper. "Crypto-Assets and Blockchain
Technology: On the Brink of Legitimacy?" (2019).

Fluence Network
87% AevLeHTpann3oBaHHbIX NPpUAoXeHUN (dapps) 3anyLLeHo Ha 6nok4einHe Ethereum

87% dapps 3anyLieHo Ha bnok4yeliHe Ethereum, 19% npunoxeHuii - Ha 6nok4yeliHe EOS, 8% - Ha 6a3e Tron

e 4% dapps MCMoMb3YOT BCe TPU BbllLeyKa3aHHbIX 6/10KyenHa
72% pencTeywimnx dapps 6b110 3anyLeHo B 2018 rogy 18% Takumx NpuaoXeHmi npopmHaHCMpoBan BeHUypHble

MHBECTOpPLI

VctouHuk: Fluence Network. "2019 State of DApps Report.” (2019).
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Me>kayHapoAHble OpraHusauuun n perynsaTopbl

OOH
610KYENH NPOTUB TPAAVLIMOHHBIX MHCTUTYTOB, a KPUMTOBAOTHI - "HOBLIV pyb6ex" B Mupe
undpoBbIX GMHAHCOB

e bBnokyeinH fgaeT BO3MOXHOCTb 3aMeHUTb "foBepue K LieHTPalbHbIM MHCTUTYTaM 1 NpaBUTenbCTBY" Ha AoBepue K
KOMMbOTEPHOMY KOAY

e BnoKYenH 1 KPUMTOBANIOTLI - "BaXKHas 4acTb MUPOBON GUHAHCOBON CUCTEMbI", OHM CO3Aat0T HOBbIe Bonee
aBTOHOMHbIe 11 OTBETCTBEHHble 63HEeC-Mogenu

e KpunToBantoTbl - 3TO "HOBLIN pybex" B Mupe LndpoBbiX PUHAHCOB

e OOH paccmaTprBaeT BO3MOXHOCTb MCMOMb30BaHWA 610K4eliH 418 60pbbbl C TOproeiel geTbMu

e OTMevatoTcs bOKYEH-peLleHnsa 419 perncTpaumnm npas cobCTBEHHOCTY, NEPCOHANBHON NAEHTUDUKALUN 1
[0OKa3aTeNbCTBa MPONCXOXAEH WS NMPOAYKTOB MMTAaHUS N MejMKaMeHTOB

YcrouHuk: Sanders, Anselm Kamperman, et al. "World Economic and Social Survey 2018:
Frontier Technologies for Sustainable Development.” (2018)..

Figure 1.5
The development process for frontier technologies
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Note: In the right-hand box, entitled “Landscape of frontier technologies’, the names of technologies discussed in this Survey are in bold
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BaHK MexxayHapoAHbIX pacyéToB (BIS)
70% LeHTpanbHbIX 6aHKOB MUPa M3y4aroT BOMPOC BbIMyCKa HALMOHANbHbIX KPUMTOBAJIOT

¢ KOHKpeTHbIe NiaHbl Mo BbINYCKY - TONBKO Y HECKONbKMX BaHKOB
e TONbKO 5 LieHTpaNbHbIX 6BaHKOB MPOBOANAN MUNOTHbIE MPOEKThI MO CO34aHMNI0 COBCTBEHHbIX LINGPOBLIX BaHOT
o LliBeuuns n Ypyraai XoTAT BbINYCTUTb "PO3HMNYHBIE" LM POBbLIE BaNtOThl AN CBOOOAHOMO NO/Ib30BaHWNSA

VictouHuk: Barontini, Christian, and Henry Holden. "BIS Papers No 101. Proceeding with
caution - a survey on central bank digital currency.” (2019).

Central bank CBDC work
Share of respondents Graph 3

Engagement in CBOC work Focus of work?

2017
= 56
2018
0 20 4 6 80 100 " s Wholesale CBDCs
U Yes 9 No -WWM

! Share of respondents conducting work on CBDCs, 2018 survey.

Source: Central bank survey on CBDCs.

BaHK meXxayHapoaHbIX pac4yéTos (BIS)
BuTKOMH peLunT cBom NpobaeMbl TONLKO Moc/ie 0Tka3a oT KoHceHcyca Proof-of-Work

e B byayLueM Bo3HarpaxgaeHue 3a MaiHUHT BUTKOMHA ynaAeT A0 HYNst U TPaH3aKLUNOHHbIe KOMUCCUW He CMOTYT
MOKPbITb Pacxoibl ManHepoB Ha obecneveHne paboToCNnoCcO6HOCTN CeTur

e CeTb BUTKOMHA MOXET CTaTb HACTONLKO MeANIEHHOW, UTO ee ByeT HEBO3MOXHO NCMOAbL30BaTh

e PelleHue aAns BUTKOMHA - OTKa3 OT MexaHun3Ma KoHceHcyca Proof-of-Work (aoka3zatenbcTBo paboThl) 1 BBeAeHMe
HEeKOTOPO COLMaNbHON KOOPANHALUU NN MHCTUTYLLMOHANM3aLNSA CeTU

e B uu1dpoBytO 3MOXY HOBbIE TEXHONOMMM BEPOSATHO HEe 3aMeHSAT CyLLecTByloL e PUHAHCOBbLIE MHCTUTYThI

YictouHuk: Auer,_ Raphael. "BIS Working Papers No 765. Beyond the doomsday economics
of “proof-of- work” in cryptocurrencies.” (2019).
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EBponeiickas cny>k6a 6aHKoBcKoro Hagsopa (EBA)
Heo6xoANMO BBeAeHME 06X HOPMATUBHO-NPABOBbLIX TPe60BaHWI K KpUNTOBaNOTaM
Ha ypoBHe EC

e duHaHcoBble perynsatopsl EC yaenatoT Mano BHUMaHNA KpUNTOBAMOTHbLIM aKTVBaM, KacToAMaNbHbIM CepBucam,
TOProebIM M1aTPopMam

e B EC noaBnsAwTCA pasHble MOAXOAbI K PEryIMpoBaHNIO 3TUX BUAOB AeATeNbHOCTU, HeobxogMa yHupurkaLums

e [10ABNAOTCA 3HAUUTENbHbIE PUCKU; B LeNSX 3aLUTbl NHTEPEeCcoB KNMEHTOB, OnepaLiOHHOM YCTOMUYNBOCTH,
LLeNOCTHOCTU PbIHKA, paBHbIX yC/10BMin Urpbl EBA nsnaraet pekomeHgaunm ana Eesponeinckor kommnccmm (EK)
KacaTeNbHO peryinmpoBaHns KpUMNToBaNOTHLIX akTUBOB

e EBA nnaHupyeT paspaboTaTb 06LLYH CXeMY MOHUTOPVHIA aKTMBHOCTEN CBA3aHHbIX C KPUMTOBANOTaMU, KOTOPas
6yfeT NCnonb30BaTbCA COOTBETCTBYHOLLMMM MHCTUTYTAMM 1 OpraHamu

Yictounuk: European Banking Authority. "Report with advice for the European
Commission: On Crypto-Assets.” (2019).

EBponerickoe ynpassieHMe No LeHHbIM 6ymaram v pbiHkam (ESMA)
pekoMeHaLmMmn KacaTe/ibHO NepBnYHOro pasmMetleHns MoHeT (ICO) n KpUNToBaNOTHBIX
aKTVBOB, HEKOTOPbIE N3 KOTOPbIX MOTYT MOYYNTb CTAaTyC GUHAHCOBBLIX MHCTPYMEHTOB

e KpunToBantoTbl 4eNaTcs Ha ABe KaTeropuu: 1) undposble MOHETbI Kak GUHAHCOBbIE MHCTPYMEHTLI B COOTBETCTBUN
¢ avpexTnBoi EC "O pblHKax $MHaHCOBbLIX MHCTpyMeHTOB" (MIFID); 2) akT1BbI, KOTOpbIe He ABAATCA GUHAHCOBbLIMMN
WNHCTPYMEHTaMU, HO JOMXXHbI NOANajaTh MOJ AeNCTBME 3aKOHOB O MPOTUBOAENCTBUN OTMbIBAHUIO JeHer

e [lpuBneyeHune cpeAcTs € NoMoLLbio ICO MOXeT 6bITb JeNCTBEHHbIM, HO MPY YCI0BUN HEOBXOANMOrO peryinpoBaHus.

UctouHuk: European Securities and Market Authority. "Advice: Initial Coin Offerings and
Crypto-Assets."(2019)"
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Kn6ep6esonacHocTb

Chainalysis
[lBe xakepckue rpynnbl CTOAT 38 60% BCcex aTak Ha KPUNMTOUHAYCTPUIO,
noxuiieHo 6onee $1 Mapa

e Jlnwb Ha fBe Xakepckne rpynmnbl (ycnosHo "Anbda" n "beta") npuxoanTcs okono 60% OT 0bLLero Ymncia Bcex
KnbepaTtak Ha KpUNTOUHAYCTPUIO

* 3/10yMbILLAEHHUKN CMOMAN NOXUTUTb KPUMTOBAMOTY Ha cyMmy $1 MApA

e /iBe rpynnbl, KOTOpPbIE eLlie He YAanocb NAEHTUPULINPOBATL, MPOAOSIXKAIOT CBOK AeATeNIbHOCTb

e [loxunLeHHble cpefcTBa NepemeLlanmcb okono 5000 pas Ao BbiBefeHWS Yepes 6upxu B uat

e [pynna "Anbda" B TeUeHne 04HOro MecsLa nepeBoAnNT B duaT okono 75% ykpageHHON KpUNTOBaAoThl

e [pynna "beTa" BLIBOAUT MOIOBNHY B TeUeHNE HECKONBKUX AHEeN Nocae CBOero «nepmoja oXnaaHus»

e B HeKoTOpbIX CNy4asx yKpajeHHble CpescTBa NonajaroT Ha peryanpyemMble 6UpxU, Tak Kak AML-cnctembl He MoryT
onpesennTb NOA03pUTEeNbHbIe TPaH3aKL MK Noce 60bLLIOMO YiCa NepeMeLeHni

VictouyHuk: Chainalysis Team. "Crypto Crime Series: Decoding Hacks." (2019).

: : ; S
Share of Hacked Funds Cashed out over Time g» CHAINALYSIS

ekl by hackens

Share of hacked funds

Mumber of days since hack
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CipherTrace

B 2018 rogy KpUNTOMOLLUEHHWVKM noayunnu Ha 300% 6onbLue, yem B 2017 rogy

e $1,7 Mnpg B KpunTOBantoTe 6610 YKPaAeHO AW MonyyYeHo B pesy/bTaTe MoleHHUYecTBa B 2018 rogy

e bonee $950 MJIH 6bI10 MOXMLLEHO C KPUMTOBUPXK, YTO B 3,6 pasa bonblue, yem B 2017 rogy

¢ OCHOBHble METOAbI - 3K3UT-CKaMbl KPUMTOOMPX, GelikoBble B3/1I0OMbI 1 MOLLEHHNYeCTBO BO BpeMs nposegeHuns ICO

e [1o NpPOrHo3y, pocT MOLLEHHNYECTBA B KPUMTONHAYCTPUM MOXeET cocTaBnsaTb 500%

e K2020 rogy 601bLUNHCTBO COBPEMEHHbIX CTPaH 1 3KOHOMUK BBeAYT XeCTKMe Mepbl MO MPOTUBOAENCTBMA OTMbIBAHUIO

AEHEer B KpMNToBankoTe

Ucrounuk: CipherTrace Cryptocurrency Intelligence. "Cryptocurrency Anti-Money

Laundering Report, 2018 Q4." (2019).

Cryptocurrency Thefts from
Exchanges and Infrastructure
Climb to $950 Million in 2018.

$950m

B b M A M w s o Moo Dec

Source: CipherTrace Cryptacurrency Anti-Maney Laundering Report Q4 2018

Figure 1: Cryptocurrency Stolen from Exchanges and Infrastructure

CheckPoint
BUPYCbI-KPUNTOManHepbI
aTtakoBann 40% opraHusauum no
BCEMY MUPY

e Bupycbl-kpynTomMaiHepsbl - camas
aKTMBHas Knbepyrposa: pocT B 2 pasa -
20,5% B 2017 rogy

e bonee 20% opraHun3saLuii cTpagatoT oT
KPUATOKEKNHIA KaXAyto Hejento

UctouHuk: Check Point. "2019
Cyber Attack Trends Analysis."
(2019).
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3.6x More Crypto Stolen from
Exchanges and Infratructure in
2018 Versus 2017.
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Source: CipherTrace Cryptocurrency Anti-Money Laundering Report Q4 2018

Figure 2: Cryptocurrency Thefts for Exchange and Infrastructure since 2016
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ChamalySIS Most Profitable Scams in 2018 by Type @ CHAINALYSIS
MOLLUEHHWKN NoxXuTuav $36 MaH

y Bnagenoues Ethereum B 2018 roay

e D70 B /Ba pa3a 6onblue, yem B 2017 rogy ($17
MJTH)

e Ethereum - Hanbonee npeagnoyTUTENBHASA
KpMNTOBAaJIOTa AN MOLLEHHWKOB

e KonnyectBo MoLleHHUYecknx cxem B 2018
rofly CH1XanocCk, HO OCTaBLUNECSA CXeMbI
NMenu HaMHoro 6onee KpyrnHble MacLTabbl, a
WHCTPYMEHTbI MOLLEHHUWKOB CTann Bce bonee
N30LPEeHHbIMN

e KoHeu 2016 - koHeL, 2018 roga - 0bHapyxeHo
6onee 2000 ckam-agpecos B ceTu Ethereum,
KyZa 6bbinv nepeBefeHbl cpeacTBa OT noytn 40
ThICAY YHUKaNbHbIX MONb30BaTenel

° <D|/|L|J|/|Hr - CaMblM ﬂOﬂyﬂﬂ pH b||7| C|_|OC06 Revenue of Scammers and Number of People Scammed by Year ‘Ga CHAINALYSIS
MolleHHnyYecTBa. B 2018 rogy Ha ero fons
CHM3MNACh 1N Ha QULLMHT NpULLIOCH 38,7%
BCeX MOLLeHHMYecknx cxem (88% B 2017 roay)

e [lpyrve cnocobbl MOLLEHHMYeCTBa -
ncyesHoBeHe opraHmsaTopos ICO (31,5%) u
drHaHcoBble Npamuabl - 15%

of People Scammed

o1 USD per year

Millions

VictouyHuk: Chainalysis Team.
"Crypto Crime Series: Decoding
Ethereum Scams.” (2019).

WccnepoBaTenn Magpupackoro yHusepcuteta umeHu Kapnoca lll n Koponesckoro
Konnep>ka JIoHAOHa
4,32% moHeT Monero ($57 M/IH) 206bITO CKPbITBIMY MaiHepamMmn

e Monero - 0AHa 13 cambIX MOMYASAPHbIX KPUMTOBANIOT CPeAn KbeprnpecTynHMKOB

e 4,32% HaxoAALWMNXCA B 0bpalleHnn MoHeT Monero (Ha CyMmmy okono $57 MJIH) 6blIv NoNyYeHbl CKPbITBIMUA
MaliHepamu

e Crypto-pool, Dwarfpool n Minexmr - camble NonynsipHble cpeAn KnbepnepcTynHUKOB MaiHUHIOBbIE My/bl

YictouHuk: Pastrana, Sergio, and Guillermo Suarez-Tangil. "A First Look at the Crypto-
Mining Malware Ecosystem: A Decade of Unrestricted Wealth.” (2019).
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Chainalysis
O6beMbl BUTKOVH-TPaH3aKuui B fapkHeTe npesbicuan $600 MaH B 2018 rogy

e AKTMBHOCTb CHU3MNACb Ha 60% nocne 3akpbiTusa naowaskn AlphaBay B cepeanHe 2017 roga, HO CHUXeHMe 6bl1o
HeZOoNrnM

e BmecTo 0fHOM 3aKpbITO MaoLwakmn B JapkHeTe cpasy NosBAAIOTCSA HOBbIE, 3aHNMas ee MeCTO Ha pblHKe

e B 2018 roay o6bembl BUTKONH-TPaH3aKLUNI B JapkHeTe cocTaBuam 6onee $600 maH Ha 2017 rog npuLLencs nuk
OUTKOVH-TPaH3aKLUWiA, 06beM KOTopbIX Npesbicna $700 MTH

YctouHuk: Chainalysis Team. "Crypto Crime Series: Decoding Darknet Markets." (2019).

Bitcoin flowing to darknet markets &S chamavsis Total Bitcoin Economic Transaction Value Growth and Total Value
8% 3800 Sent to Darknet Marketplaces

e kel i S Dt e isca E Transaction Value @cmlmwms

Millions of USD per year
g g
\

Share of bitcoin economic value

Growth Index

50 3/1/18 5/1/18 7/1/18 9/1/18 11/1/18

2011 2012 2013 2014 2015 2016 2017 2018

W Total bitcoin in USD sent to darknet markets Share of bitcoin economic value sent to darknet markets Date

Crypto Exchange Ranks (CER)
TONbKO 9% KpUNTOBAaNKOTHBIX 6UPX MmUpa nonyumnnm 8+ 13 10 6annos no 6esonacHoOCTA

e 100 KpMNTOBaNOTHBIX BUPX OLEHWUN MO CTeneHn 6e3onacHoOCTK cepaepa (Server Security), 3aLMLULEHHOCTU
nonb3oBatenei (User Security), kauecTBy obcnyxxmBaHusa (Crowdsourced Security) n MCToprYecKM NokasaTensm
(Historical)

e Bcero 9 KpMnTOBaAOTHbIX BMPX MOAYUYNAN OLEHKY Bhille 8 6an10B 13 10 BO3MOXHbIX

e Jlngepsl: Kraken (9.06), Coinbase Pro (8.74), Binance (8.50) 1 Bitmex (8.50)

e VI3BecTHble kpunTobupxu Bithumb, Coincheck n Zaif, koTopble 6bM B310OMaHbl XakepaMu, Noayyunan MmeHee 5 6annios
n3 10

UcrounHuk: CER. "TOP 100 Crypto Exchanges According To The CER Cyber Security Score
(C55)." (2019).
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Fig 1. Top-100 Exchanges distribution by CSS

CMC  Server User Crowdsourced
#  Exchange rank Security Security Security Historical
1 Kraken 1726 |8.82 7.81 10.00 10.00
2 Coinbase Pro 4729 8.18 7.81 10.00 10.00
3 Binance #3 |7.70 7.81 10.00 10.00
4 BitMEX %1 |8.10 6.56 10.00 10.00
5 itBit 4271 17.62 7.50 10.00 10.00
6  Bittrex 1750 |8.56 5.31 10.00 8.50
7 BitBay 786 |8.46 7.50 5.00 10.00
8 Cryptonex ¥727 |[8.42 750 |5.00 10.00
9  HitBTC #15 16.86 7.81 10.00 10.00
10 Bitlish 4763 9.08 8.75 0.00 10.00
11  KuCoin <774 |8.60 10.00 0.00 10.00
12 B2BX 41:57 |8.08 6.88 5.00 10.00
13 OOOBTC 4744 |7.06 8.75 5.00 10.00
14 Upbit 17 |8.02 10.00 0.00 10.00
15  bitFlyer 1:52 9.28 5.31 0.00 10.00
16 Exrates 1723 8.16 8.75 0.00 10.00
17 Livecoin 782 |7.72 10,00 0.00 10.00
18 Bitfinex #13 [9.10 10,00 0.00 6.50
19 GBX <:78 |7.64 10,00 0.00 10.00
20 YoBit Y¢73  |7.56 10.00 0.00 10.00

The top 20 exchanges for security according to CER
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ICORating
TONbKO 16% KpPYNHENLWNX KpUNTOBAOTHBIX 6MPXX MPOLUAM OLeHKY 6e30nacHOCTr
Ha "oTAnYHO"

e OueHuMBancs ypoBeHb 6e30nacHOCTM 135 KpUNTOBaNOTHBIX BUPXK

e JInwb 16% NOAYYNSIN BbICOKNIA PENRTUHT (A)

e Hun ogHa 13 KpUNTOBAKOHbLIX BUPX He YA0CTOMNACh HaUBbICLLER oLeHKM (A+)

e Ton-3 caMbix 6esonacHbIx kpuntobupx: Kraken (CLLUA), Cobinhood (KaimaHoBbI ocTpoBa), Poloniex (CLLA)

e Tonbko 22% 6UPX COOTBETCTBOBANN BCeM 4 KpUTepusaM: 6e30MacHOCTb NoAb3oBaTenen, 6esonacHoOCTL AoMeHa, web-
6e30MacHoOCTb 1 3awnTa oT DoS-atak

e B cpegHeM Kaxaasa bmpxka 3almiieHa oT 6 BUAOB KnbepaTak (13 10): B XyaLlem caydae - 6Upxm bbln 3aluLLeHbl
TONBLKO OT 4 BUAOB KnbepaTtak, B nydwem (Kraken) - ot 9 BUA0OB knbepaTtak.

e 74% KpnnNTOBMPX CMOCOBHbI 3aLNTUTLCA OT DoS-aTak (Denial of Service - TN KMbepaTaky, NPy KOTOPOIA
opraHn3yeTcsa Macca 3anpocoB K atakyeMoMy cepBepy, C KOTOPbIMU OH 3aBe0MO He CMOXeT CrpaBUTbCS, 1 byaeT
BbIHY>X/eH 0TKa3aTb B 06CNYXVBaHWN)

UcrouHuk: ICORating. "Exchange Security Report. V 2.0 Update."” (2019)

Total distribution Name User Account Registrar and Web DoS attack  Score
Security Domain Security  Security protection
1 Kraken 4/4 3,5/4 910 11 A
A+ D
2 2 Cobinhood 374 414 8,5/10 11 A
A
ral 19 3 Poloniex 474 35/4 810 11 A-
B+ 25 4 BitMEX 4/4 3,5/4 810 11 A-
B 19 5 Bitfinex 414 314 810 171 A-
B- ! 6 Bitlish 3/4 2/4 910 11 A-
+ 27
8 7 BitMart 3/4 414 8,1/10 11 A-
C
c- F 8 BtcTurk 374 3/4 8,510 11 A-
g Coinbase Pro 414 2,5/4 810 11 A-
10 GOPAX Af4 2/4 810 11 A-
Chainalysis

2/3 yKpaZeHHbIX KpUMATOBAMOT OTMbIBAKOTCS Yepe3 KpUNTOBUpKM

o O6Las cyMMa YKpaZeHHbIX 1 OTMbITbIX Yepes

KD |_|T06|/| W CpeACTB COCTaBUAA 60ﬂee $1 @ CHAINALYSIS Funds flowing from known illicit entities
p p p to conversion services, 2018

MJIPA

e 24% cpejCTB NpOLN Yepes BUTKOUH-MUKCePbI,
BUTKOWNH-6aHKOMaTbI U OHMIaiH-Ka3WHO

e OctanbHble 12% KpNMATOBAJIIOT, KOTOPbIE
Noay4nnn KnbepnpecTynHMKKY, NpoLLIv Yyepes
0bMeHHble p2p-CcepBUCHI o2p Exchanges

11.9%

Other Conversion
23.8%

VictouyHuk: Chainalysis Team. "Crypto
Crime Report: Decoding Hacks,
Darknet Markets, and Scams." (2019).
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KpuntoBanioTsl, ICO, uHBeCTULUN

London & Partners u PitchBook

TexHn4yeckme kKoMmnaHum JIoHA0Ha

1 BennkobputaHum ctanu avaepamu

no npuvBneYeHuro nHeecTnuumin B 2018 roay

e 332018 rog TexHnyeckne KomnaHumn BeankobputaHmm
npusnexknn £2,5 mapg,

e Ha JloHaoH npuxoanTcs 72% ot 3Tolh cyMMbl (£1,8 Mapa)

e AHMINACKME KPUNTO- U 6IOKYeH-CTapTanbl NoAyYnIn
pekopaHble £200 M/IH B BUJE BEHUYPHOrO
dnHaHcmposaHus (B 2017 rogy £19,11 maH, B 2016 rogy -
£51,96 MnH)

ctoyHuk: London & Partners. "London and
UK top European tech investment tables."
(2019).

Bloomberg

KpUNTO-POHZbI MepekNtyatoTCcsa Ha BeHUypHOe GUHaAHCMpPOBaHMe

e B 2018 roay B ycnosusx cnaja Ha
KpUATOpbIHKe 6bIN0 3anyLeHo 124
BEHUYpPHbIX KpUNTO-GoHAa U 114 Xepx-
$OHAOB - BEHUYpHble KanUTanucThbl
BriepBble BrepeAmn

e Polychain Capital (0g1H 13 KpynHenwmnx
KPUMNTOBANMOTHbIX XeX-GOHA0B) NPUBNEK
$175 MNH ans GopMUpPOBaHNA HOBOIO
BeHUypHoOro ¢poHaa. BeposiTHo,
nonyyeHHble cpeAcTBa byayT

MCnonb30BaTbCA ANA NOA44EPXKKN
KPMATOBA/TKOTHBLIX MPOEKTOB, OKa3aBLLUWXCA -

Country
LK

Germany
France
Switzerland
Spain
Sweden
Metherlands
Denmark
Ireland
Finland

Source: PitchBook 2018

Crypto Funds by Year of Launch

Number of crypto venture funds overtakes hedge funds

Il Hedge funds Venture funds

Total Funding in 2018 (£)

£2.49bn
£1.38bn
£1.03bn
£531.80m
£275.05m
£268.44m
£199.09m
£122.54m
£1M0.76m
£89.66m

B C/IOXHOW CUTyaLmm

e KpmnToBantoTHble CTapTanbl BCE Yalle
06palLLLatoTCsa K BEHUYPHOMY KanuTany no
nprynHe cHMXeHns notoka ICO-
WHBECTULMNI

2016

Source: Crypto Fund Research

2018

150

100

VictouHuk: Kharif, O. "Crypto Funds Morph Into Venture Capitalists Shunned in ICO Boom."

Bloomberg (2019).
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Swiss Private Equity and Corporate Finance Association (SECA)
06beMbl MHBECTULNA B LUBENLAPCKYO "KpyUnTo4onnHy" BbIpoCcan Ha 143%

e B 2018 rogy waeritapckue ctapTanbl Noayunnu noutu 1,24 mapa weenuapcknx ¢paHkos (= $ 1,25 Mnpa) BeHUypHOro
KanuTtana

e 3HauMTenbHas YacTb NMHBECTULNI bbina HanpasneHa B Llyr (lwBeiuapckas "KpuntogonnHa') - 8 2018 rogy
nHBECTUL MK Bbipocan Ha 143%

e 60% BCero BeHYypHOro kanMTana B kaHToHe Lilopux NpuLwaoce Ha duHTex-cTapTansl

e KpuATOMHAYCTPUA B CTPaHe BXOAUT B "Nepuroj HopManmsaumm n npopeccrmoHanmsauymnm”, ocobeHHo bnarogaps
NOSNIbHOMY OTHOLLIEH WO LIBENLLapcKoro npaBmuTeNbCTBa

UctouHuk: Startup Ticker and Swiss Private Equity & Corporate Finance Association.
"Swiss Venture Capital Report. Edition No.7." (2019)..

Circle Research
06beM NHBECTULNI B 610KYerH-koMnaHun B 2018 rogy goctur $5,3 mapg,

e Ob6bem MHBeCTULNIA B Bnok4yernH-komnaHum B 2018 rogy npesbicun $5 Mapa (B 3 pa3a 6onblue, yem B 2017 rogy)

e 88% cpeacTB ICO 6bIAM NpUBAeYeHbl B NepBoli nofoBrHe 2018 roaa, NOCKOAbLKY HeonpeAeneHHOCTb B 061acTn
perynnmpoBaHmns NPoAo/KaeT OKasblBaThb JaB/ieHe Ha 3TOT PbIHOK

e B pekabpe 2018 roga cpefHui o6bemM TpaH3aKLMii B CYyTKU CHU3WACA Ha 8%, a CpesHUIA pasMep KOMUCCUI
yMeHbLINACA Ha 99%

e Ha Ethereum pa6oTaeTt B 18 pa3 bosblLUe feLeHTpann3oBaHHbIX NPUAOXeHWI (dapps), Yem Ha EOS

e [lonb3oBaTtenei dapps Ha EOS B Tpu pa3a 6onbLue, Yem Ha Ethereum

e [NnaBHble TpeHAbl 2019 roga: CTelibAKOVHBbI, SeCUrity-TOKeHbI U MHCTUTYLMOHANN3aLNA KPUNTOBAFOTHONO PbiHKA

Ucrounuk: Circle Research. "2018 Crypto Retrospective.” (2019).

Global Investment in "Blockchain” Companies

|nvestment in Blockchain (Sm)

2013 2014 2015 2016 2017 2018
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ICOBench
B 2019 rogy ICO-npoekTbl y>ke npusnekan $160 MiH

e 3a nepsyto NOMOBUHY SHBaPSA B paMKax
npoBegeHHbIX ICO cobpann okono $160 MaH

e O6Las cyMMa NHBeCTMLUMIA B sHBape (Ha 15
AHBapA) cocTaBmaa NoytT 33% OT CyMMbl CPEACTB,
npueneveHHol B gekabpe 2017 roaa = United

B Canada == Estonia

11CO 31COs

$80M RN $52M

States > : ‘ == Netherlands
e MaKCManbHbIA COBOKYMHbIA 06beM ey w’ et
3anpoLleHHbIX Ha ICO nHBecTULMi - bonee $4 S ’ 3 o
MJIPA
e KaHaga - nngep cpean CtpaH Mmpa no 06bemy 3¢ United Kingdom =3 Israel
cobpaHHbIX Ha ICO cpeacTB B AHBape 41C0s ) 21C0s
e CLA - nnaep no uncny ICO-npoekToB $4.9M $3.5M

UcTtouHuk: Partz, H. "ICOs Raised $160
Million in First Half of January, Report
Says." Cointelegraph (2019).

BitMex
ICO-TokeHbI NpoekToB B Ethereum notepsanu 54% oT cTonMocCTy

Team controlled token holdings (Own tokens) — summary data
e OpraHu3aTopsl ICO B Ethereum ocTtaBuan

ce6e $24,2 MIIPA AN MOKPBITHS - ussbilln]

onepauVoHHbIX N34epXeK 1 Value of ICO coins allocated to token teams 21.5
BO3HarpaxaeHusa pa3pa60Tl-II/IKOB Issuance to team post ICO 2.7

e 54% OT HaYaNbHOWN CyMMbl, COBPaHHON B Total issuance to team controlled wallets 24.2
xoge ICO-npoekToB ($24 mapg), 6b11n Coins leaving the team address cluster (Perhaps sales) (1.5}
noTepAHbI MO NpnynHe NageHna KprOBOVI Profits/{losses) due to token price changes (12.0)
CTONMOCTU TOKeHOB (A0 $5 mapa) Net impact of Noah (token burn) (4.4)
Net Impact of EQS (1.2)

UcTouHuk: BitMEX Research. Current team holdings >0

”Tra Cklng US$24 bl//ion Of Tokens {Source: BitMEX Research, TokenAnalyst, the Ethereum blockchain, Coinmarketcap (for token prices))
{Notes: Price data up to Jan 2019, token data up to Dec 2018, based on data for 108 tokens)

ICO Makers Allocated To

Themselves." (2019).

FRIBEE PR TFFHERS ATEALTESL ( 859HA )
CCID's Global Public Blockchain Technology Assessment Index (IX)

CCID
o Pub- HTRAE iSulsndex SER Gans
OUTKOWH 3aHAN 15 MecTo 13 34 B KUTANCKOM B Glockenain  BMRA  EEIT  OFD  oralindex Renking
Basic-tech _Applicability Creativity
peVITI/IHre Kpl/lrlTOBafll-OT lEOS EOS 102.2 19.7 249 1469 1
F =0 Ontology 82.2 233 7.2 112.7 3
Vctounuk: China Electronic Information Industry — === <o e = o=a 4
thtsas BitShares 87.2 134 as 1094 5
Development. "Global Public Blockchain T s =5 w7
Technology Asessment Index (X)."(2019). e A
e Komodo 739 146 17.7 1062 9
MR Steem 856 2.4 9.6 104.7 10
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Diar
NUKOBbLIN 06beM TpaH3akuuin B ceTn Ethereum 6611 3adumkcpoBaH B fekabpe 2018

e B aekabpe 2018 roga 6b11 3adpMKCMpPOBaHbI MakCMMabHble Nokasatenn cety Ethereum - 115 maH ETH (6e3 yyeTa
AaHHbIX 2016 roga)

e [lo NpuYMHe CHUXeHnsa ctommocTy Ethereum B 2018 rogy TpaH3akuum B ceTn ctomnm $815 maH ($1,1 mnpa 8 2017
roay)

YctouHuk: Diar. "Ether On-Chain Transaction Value Hits All-Time-High." Volume.3 Issue.2

On-Chain Transaction Volume All-Time-High December 2018 (ETH)... 2018 Ethereum & Bitcoin Transaction Count
FOOMI —peeremeeeeeseseeereeees — & TH —m—BTe

35Mn

30Mn

25Mn

T LT EErRRS ——

BTl [ E — 20Mn

15Mn

10Mn

e [ T oo —

SMn -

o T T T 1
2016 2017 2018 2018 Apr Jul Oct

Diar
CTEeNH6NKOWVHBI - O4MH 13 CaMblIX MOMYASPHbIX aKTUBOB

e CTelibnKounHBbI, KOTOpble obecneyeHbl GraTHbIMU BaftOTaMu, CTanu OAHUMU U3 Hanbonee NONyNSAPHbLIX aKTMBOB

e MaccoBblli Nepexos NHBECTOPOB Ha HOBbIE BUAbl CTENGIKOMHOB B CBSI3M CO CIOXKHOCTAMU LindpoBoro akTuea Tether
(ero fonsa Ha pbiHKe B 0kTsi6pe 2018 roga ynana Ha 16%)

¢ Haunbonblwunin o6bem caenok co ctenbnkonHamm - USDC, TUSD, GUSD un PAX

e B HosA6pe 2018 - MHOroOKpaTHbIM POCT KOAMYeCTBa TPaH3aKLUMiA C MCNOoNb30BaHNEM CTEBIKOMHOB (CymMa
TpaH3akumin - $2,3 mapa)

e O6LWMIA BbINYCK CTENBAKONHOB YBENUNACS Ha 26%

UctouHuk: Diar. "Stablecoin Markets Move into Growth as Traders Find New Options."
Volume.3 Issue.1 (2019).

Outstanding US Dollar Pegged Stablecoins

M Tether [ USDC TrueusD Dai, GUSD, BItUSD Paxos
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Kpnntobup>xun

KanngopHuiicknin ynnsepcntet B bepknn
KPUNTOBaNtOTHbIE 6UPXIN A3UN LOMUHMPYIOT NO 06 beMy TOProB

Jons CLUA Ha pbiHKe LdpOBbIX aKTMBOB CHM3MWAACh 3a NonTopa roga ¢ 50% B Q2/2017 fo 7% B Q4/2018

81% Bcel ToproBaun LG pPoBLIMY aKTUBAMU NPONCXOANT B A31Nn

0O6bem Topros B 2018 rogy yBennmumnacsa BABOE Mo CpaBHEHUO € nokasatenamu 2017 roga, pekopaHbim 6b1 Q1/2018
B 2018 rogy BonaTtuabHOCTb L POBbIX aKTVBOB 3HAYMTEIbHO CHU3WIAChb Mo cpaBHeHMto € 2017 rogom

PacTeT TOproens crypto-to-crypto, Topru Tether USD (USDT) B 2,5 pa3a npeBbicuau Topru USD

B Bbl6opke oka3zanmcb 6 poccuinckmnx bupx: Exenium, Graviex, LAToken, LiveCoin, Simex, BTCAlpha

YcrouHuk: Muehlemann, A. "The Evolution of the Digital Asset Market in 2018." UC
Berkeley (2019).

$8B

$78B e

$6B

$5B

$2B

Q1/17 Q2/17 Q3/17 Q4/17 Q1/18 Q2/18 Q3/18 Q4/18

$1B

@ HongKong B2 @ China (formerly) &l South Korea i @ UKE2 @ Japanlel @ USAZ=

@ Mongolia® @ Singapore ™ @ Russiams @ Other
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Diar
pekopa no o6bemMy TOProB Ha KpUNTOBaNKOTHbLIX bmpxax B 2018 roay

e 3HauMTeNbHbIA POCT aKTUBHOCTU KPUMNTOBaMOTHLIX 61p B 2018 rogy
e Ob6bem ToproB Ha bupxe Coinbase Bbipoc Ha 21% (no cpaBHeHwMto ¢ 2017 rogom)
e Ob6bem Topros Ha 6upxe Kraken Bblpoc cpasy Ha 192%, Ha Bitfinex - Ha 50%

Victouruk: Diar. "Cryptocurrency Exchanges Mark Record Year in Bear Market." Volume.3
Issue.1 (2019).

Coinbase USD Markets See 21% Increase 2018 vs. 2017 Coinbase Number of Trades Hold Steady (All Markets)

50Bn &0MnP

$46.6Bn  ¢45.88n

50Mn

40Mn

30Mn

20Mn

10MRA e
3.9Mn

0 - = -
1017 2Q17 3Q17 4Q17 1Q18 2Q18 3Q18 4Q18 ’ 1017 2017 3Q17 4017 1018 2018 3018 4018
Sporbiz
KpunToBantoTHasa bupxxa Huobi ctana nanaepom no KOMUCCUOHHBIM cbopam

e 332018 roa KpunToBaatoTHas 6upxa Huobi 3apabotana $483 MaH 6narogapsi c6opy TpaH3aKLMOHHbBIX KOMUCCUIA
e BTopoe mecTo - KpunTOBaNtOTHAsA brupxa Binance ¢ $462 MAH (0AHaKO OCTaeTcs AMAEPOM Mo 06beMam TOProB)
e TpeTbe MecTo - KpuAToBantoTHaa 6upxa OKEX ¢ $292 MaH.

VictouHuk: Georgiev, G. "Report: Huobi Overtakes Binance And OKEx In Commission
Earnings.” Bitcoinist (2019).

Diar
pekopAHbIA MUHVMYM N0 06beMy TOProB Ha AeLeHTpann3oBaHHbIX bupxax (DEX) B
aHBape 2019 roga ,

Decentralized Exchange USD Volume Hits All-Time-Low...

e BaHBape 2019 roga o6bem Topros (B gonnapax CLUA) Ha
JeLeHTPann30BaHHbIX BUPXaX OCTUT PeKOPAHbLIX MUHUMAaNbHbIX
3HayeHn (Bcero $49 mnH)

e KonwnuectBo caenok B cetu Ethereum Ha 3TKx nnoLwagkax Takxe
JLOCTUTNO PEKOPAHOIr0 MUHNMYMa

@
=)

@
=)

Victounuk: Diar. "Decentralized Exchange Trading
Volumes Hit All Time Low." Volume.3 Issue.3 (2019).

Jul Sep Mav 2018 Mar May Jul Sep Nav 2019
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Poccusa

MuH¢uH Poccun
0bHOBNEHHadA pegakumsa 3akoHonpoekTa "O undpoBbIX GUHAHCOBLIX aKTBaxX"

e [laeTcqa onpegeneHne TokeHaMm, ycTaHaBAMBaeTCa Nopsajok nposegeHns ICO, onpejenseTcs 1 ycTaHaBAMBaeTCA
NPaBOBOW PeXVM KPUMTOBANOT U UX MaHMHTIa

¢ [1paBoOBOI pexXunM KpUNTOBAMKT U UX MAMHWHTA - IpUYnHa pasHornacmii MmHduHa c baHkom Poccunm

e BktoyeHVe KpUATOBaAKOT B NPaBOBOE peryinpoBaHme ¢ poBbiX aKTUBOB CHU3UT PUCKM HapyLLUEHUS
3aKoHOAaTeNbCTBA W MOBbLICUT MPO3PaYHOCTb HA/IOrOBOMO PeXMMa, YTO B pe3ysibTaTe NpuBeAeT K POCTY Hal0roBbIX
noctynneHni B 6rogxeT PO

YicTouHuK: MUHUCTEPCTBO GpuHaHcoB Poccun. "[1poekT gpesepasibHoro 3akoHa «O
LUPPOBbLIX UHAHCOBbIX akTuBax»." (2019).

HWY BLWI3

urdpoBas 3KOHOMMKA U KPATKUI CTaTUCTUYECKMNIA COOPHUK
e Poccus B MeXAYHaPOAHbIX peATUHIax

e HaceneHuve B LNHPOBOI peanbHOCTH

® 3/1eKTPOHHbIN BM3HeC

* 3/1eKTPOHHOEe rocysapcTBo

e Kaapbl LN POBOM 3KOHOMUKN
* PbLIHOK Te/leKOMMYHUKaLmin n cektop VKT

VictouHuk: AbapaxmaHosa, [ Y., /1. M. [ox6epr, and A. B. /lembsiHEHKO. "L{ngposas
SKOHOMUKA: KPATKUY CTATUCTUYECKUY COOPHUK, Hal. uccaes. yH-T «BbICLUas KO/
IKOHOMUKU»." (2018).

PAHXuIC
BO3MOXHOCTU 1 MPUMeEpPbI NCNOIb30BaHKA pacnpeaeneHHbIX peecTpoB B rocyapcTee

e TpeHpg 2018 roga, koTopblin NpogoaxmnTcs B 2019 rogy, — 370 TOKeHM3aLmMs sKoHOMUKK nyTem STO (security token
offering)

e KomnaHus "HopHuKenb" naaHnpyeT BbINyCTUTL Security-TokeHbl, obecneveHHble MeTannom, B 2019 rogy.

e TexHonorus 610K4YeliH MoXeT bbITb NCNOb30BaHa B rocynpasieHun:
e ynpoLleHue ynpasaeHns AoBepeHHON nHdopmaLmen o Gusnyecknx N1Lax, opraHnsaumsx, akTmsax un

oCyLLecTBAeMON AedATeNbHOCTH;

e MOBbILLEH e 3aLLNTbl CUCTEM FrOCYAaPCTBEHHbIX YCAYT U rOCYyAapCTBEHHOM 6a3bl AaHHbIX OT 3/10yMbILL/IEHHKOB;
* MOBbILLEHME MPO3PAaYHOCTU BIOAKETHOrO NpoLlecca U CHUXeHMe pucka Koppynumnu;
* MpuvMeHeHWe npu cbope Hanoros B pamkax StateSharing (rpaxAaHWH Kak MVHOPUTapUiA rocyAapcTsa);
e obneryeHve B3aNMOAENCTBUS rPaXAaH 1 OpraHoB BAACTU.

VictouHuk: "TocyaapcrBo kak naargopma: firoam v texHonoruu." PAHXulC (2019).
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PAKB n HaHobuT
YMCNO0 KPUNTOMATOB (TEPMUHAN0B AN MOKYNKN KPUATOBaAOT) B POCCUM CHU3MNOCH Ha

TpeTb, HO 3KCMepPTbl MPOrHO3UPYHT PAa3BOPOT TPEHAA

e B Poccuu 3apernctprpoBaH 51 kpuntomat
e Yucnio KprnToMaToB B Poccumy yMeHbLUMIOCE Ha 32% 3a nociieHue ABa MecsiLa Mo npuyriHe KoHGuckaumnm

LleHTpobaHKoM annapaToB komnaHuu BBFpro
e Poccusa Bxogut B TOM-10 cTpaH € caMbiM 60/1bLLINM KOAYecTBOM Bitcoin-ATM

victoyHuk: TetkuH, M. "KoinyectBo kpuntomMaros B Poccum cHu3niock". PBK (2019).

Na6opaTtopusa Kacnepckoro
6onee TpeTU POCCUAH He MOHNMALOT, Kak paboTaeT KpUNToBasIoTa

e 37% pOCCUSIH 3HALOT, YTO TAKOe KPUMTOBAJIOTA, HO He MOHVMAKOT, Kak OHa paboTaeT
42% - He NCMONB3YHT KPUMTOBANIOThLI B HACTOsILLIEE BPEMS U He MIaHUPYIOT AenaTb 3T0 B 6aunxariem byayLiem
e 7% - koraa-nnbo npoboBanu MaiHUTb

* 6% - Nokynaan KpUMToBasaoTy
e 5% - ycrnenn nonpoboBaTb KPUMATOBAIOTY M 0TKa3aTbCsA OT Hee MO pasMYHbIM MPUYMHAM: HanpuMep, 13-3a

OTCYTCTBUA AEHET ANA NHBECTU LLI/II7I B KPUMTOBAMHOThI (34% peCI'IOHAEHTOB) N N3-3a TOro, YTO KPMUMTOBAKOTA

nepectana bbITb BbIFOAHbIM MpeAnpuaTuem (35%)
e 2% - Tepsan KpUMATOBAJOTLI MO NMPUYMHE KnbepaTtak

VictouHuk: [flabopatopus Kacrnepckoro. "bosiee TpeTU POCCUSAH HE MOHUMArOT, Kak
paboraer kpunroBamora." (2019).
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BnokuyeiH Kak npodeccus

Linkedin
6N0KYelH-pa3paboTUVKN OKa3aNuChb
Ha NepBOM MecTe Cpeu BCeX BaKaHCUI

e TOIr1-5 BakaHCWIA: "6nok4veliH-pa3paboTUmK",
"MIHXeHepbl CUCTEeM MaLLINHHOMO 0by4veHuns",
"MeHe)Kepbl M0 Npojaxke NPUNOXKEHMR",
"cneunanncTbl NO MaLNHHOMY 0ByYeHUno" 1
"MegmumMHCKmne cneymanmnctbl”

¢ Yo BaKaHTHbIX MeCT Ans "610oKYenH-
pa3paboTunkoB" BbIpocno B 33 pasa 3a 2018 roa

VictouHuk: LinkedIn. "2018 Emerging Jobs
Report.” (2019).

Janco Associates
3apnnaTta 610KYelriH-pa3paboTUMKOB
npoAo/KaeT pacTn

e 3anocneAHue Monroja exeroAgHas 3apaboTHas
nnarta Bbipocna 6onee, yem Ha $4000

e CpegHsana rogoBas 3apnnarta coctasnseT $132000, a
OMbITHbIE pa3paboTunkuy nonyyatot 6onee $176000

HctouHuk: Janco Associates. "2019 IT
Salary Survey by company size and metro
area.” (2019).
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HayuHble cTaTbn

06La KOHLENUMsa UCNOoJ/Ib30BaHNSA TEXHOIOTMU 610KUENH: KOrAa N Kak BHeAPATb
noAo6Hble peLueHns?

Belotti, Marianna, et al. "A Vademecum on Blockchain Technologies: When, Which and
How." (2018).

WHTepHeT Bellen

KoHuenuua npuMeHeHUsd TeXHo1IoOrMu 6110KuYenH K loT yCTpOl‘ilCTBaMI noBbiLleHune
6e3onacHoOCTU U 3alumTa oT KlllﬁepaTaK

@ Kim, Seong-Kyu, Ung-Mo Kim, and Jun-Ho Huh. "A Study on Improvement of Blockchain
Application to Overcome Vulnerability of loT Multiplatform Security." Energies 12.3
(2019): 1-29.

MNoppo6HbIA aHANN3 NPUMEHUMOCTU TEXHOIOTNU 6/1I0KUYENH K pa3nnyHbiMm loT-
cLueHapusaMm c 0cobbiM $OKYcoOM Ha BONpocbl 6e3onacHoOCTU

Wang, Xu, et al. "Survey on blockchain for Internet of Things." Computer Communications
(2019).

KoHuenumsa ncnonb3oBaHme pacnpeseneHHbiX peecTpoB A TYMaHHbIX BblUMCNEHUA
B Liensix 6e3onacHocTu loT-ycTpolicTB

Farhadi, Mozhdeh, Daniele Miorandi,.and Guillaume Pierre. "Blockchain enabled fog
structure to provide data security in 10T applications." arXiv preprint arXiv:1901.04830
(2019)

MegunuuHa n 3apaBooxpaHeHune
MpenmylyecTBa U HEAOCTAaTKM NCNONb30BaHUA 6/10KYeliH B MeaNLUHCKON chepe,
npymMepbl peannsaunu

Yaeger, Kurt, et al. "Emerging Blockchain Technology Solutions for Modern Healthcare
Infrastructure." Journal of Scientific Innovation in Medicine 2.1 (2019).
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AHanus 6nokyen H-pewieHunsa ansa o6ecneueHunsa 6esonacHoro n Hage>XHoro o6bmeHa
JINYHbLIMU AAHHBIMU 0 COCTOSAAHUM 340pPO0BbA

Shetty, Sachin, et al. "Blockchain-Based Decentralized Accountability and Self-Sovereignty,
in Healthcare Systems." Business Transformation through Blockchain. Palgrave Macmillan,
Cham, 2019. 119-149.

0630p cMCTeMbl yNpaBAeHUsi MeAULUHCKMMU AaHHBIMU Ha OCHOBE 6a3 AaHHbIX
B 6/10KUeliH: 3aLmTa oT KubepaTak U IKOHOMUYecKas 3¢PeKTUBHOCTb

Al Omar, Abdullah, et al. "Privacy-friendly platform for healthcare data in cloud based on
blockchain environment." Future Generation Computer Systems (2019).

Mpo6nembl U NepcneKTUBbI MPUMEHEHUS TEXHOJIOTUU 610KYEeViH B MegULMHE: aHanus3
y>Ke CYLLeCTBYHLLNX KeACOB N BO3MO)KHbIe CNOCO6bl MMMIEMEeHTALMU TaKNX peLleHn i

@ Siyal, Asad, et al. "Applications of Blockchain Technology in Medicine and Healthcare:
Challenges and Future Perspectives." Cryptography 3.1 (2019): 3.

AnsaitH apxuTekTypbl DT Ana ynpaBneHUs UCTopusMmn nekapcTs Ha 6a3e Hyperledger Fabric,
proof-of-concept, npoekT AocTyneH Ha GitHub

Li, Patrick, et al. "DMMS: A Decentralized Blockchain Ledger for the Management of
Medication Histories." Blockchain in Healthcare Today (2019).

Wcnonb3oBaHMe TeXHONOrnm 6/10KUYeiiH ansa AocTyna K 3almppoBaHHbIM MeAULUHCKUM
3anmMcsaM N NPoTUBOAEMCTBULIO yTeuKam

Chen, Lanxiang, et al. "Blockchain based searchable encryption for electronic health
record sharing." Future Generation Computer Systems (2019).

JlorucTunka, Luenoukm nocTaBok, TPaHCNopT

BbiaeneHbl 5 TeMaTUUYeCKUX KJ1acTepoB NPMMEHEHUs TEXHOIOrMU 6/10KYeliH ANg uenoyek
NocTaBoK Ha 6a3e aHanM3a 53 peLueHUi N KoHUenuuii

Blossey, Gregor, Jannick Eisenhardt, and Gerd Hahn. "Blockchain Technology in Supply
Chain Management: An Application Perspective." Proceedings of the 52nd Hawaii
International Conference on System Sciences. 2019.
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0630p CcyLLEeCTBYOLLMX NPO6/1eM B JIOTUCTUKE U MEXAYHAPOAHOV TOproene, NnoTeHynan
TexXHO/IOrMu 6/1I0KYEenH

Chang, Yanling, Eleftherios lakovou, and Weidong Shi. "Blockchain in Global Supply Chains
and Cross Border Trade: A Critical Synthesis of the State-of-the-Art, Challenges and
Opportunities." arXiv preprint arxiv:1901.02715 (2019).

KoHuenumnsa ynpaBneHnsa BO3AYLHbIM ABN)KEHMEM Ha 6/10K4YeiiHe ansa o6ecneyeHms
6e3onacHocTU, aeHTNGMKaUNun N KoHpnaeHumnanbHocTtn ot NASA

@ Reisman, Ronald J. "Air Traffic Management Blockchain Infrastructure for Security,
Authentication, and Privacy." (2019).

FocypapcTBo

BnokueliH NS rocyAapcTBa: aHa/IM3 NUJIOTHbIX NPOEKTOB AJ1A 3/IEKTPOHHOI O
npaBUTeNbCTBA

Alexopoulos, Charalampos, et al. "Benefits and Obstacles of Blockchain Applications in e-
Government." Proceedings of the 52nd Hawaii International Conference on System
Sciences. 2019.

bnokueH-peweHne Npo6siem 6€30NacCHOCTU U KOHPUAEHLMANIBHOCTU B MUpe "yMHbIX
ropoaos"

Theodorou, Sophocles, and Nicolas Sklavos. "Blockchain-Based Security and Privacy in
Smart Cities." Smart Cities Cybersecurity and Privacy. Elsevier, 2019. 21-37.

BO3MO>XHOCTU MCMNOJIb30BaHUSA TEXHO/IOTNWN 6JI0KUYENH B BOEHHOM pa3Beake

@ Wang, Xu, et al. "Survey on blockchain for Internet of Things." Computer Communications
(2019).

AHaNM3 NpoeKkTa 3eMe/IbHOro peecTpa Ha oCHoBe 6/10KuYeiiH B Fpy3nu
ANS BOCCTAaHOBJIEHUSA 06LL,eCTBEHHOro A0BepuUs

@ Shang, Qiuyun, and Allison Price. "A Blockchain-Based Land Titling Project in the Republic
of Georgia: Rebuilding Public Trust and Lessons for Future Pilot Projects." Innovations:
Technology, Governance, Globalization 12.3-4 (2019): 72-78.
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Komnmeeprle Urpbl N pasesievyeHns

BnokueliH-peneHue AnsA o6ecneyHms 6€30NacHOCT B MHOTIOMO/Ib30BaTeIbCKUX
BUAeomrpax

Munir, Sundas, and Mirza Sanam Igbal Baig. "Challenges and Security Aspects of
Blockchain Based Online Multiplayer Games." (2019).

n HTE/I/1eKTyaJibHas CO6CTBEHHOCTb

AHanu3 0CHOBHbIX BbI30BOB M OFPaHNYeHN NPUMEHNMOCTN TEXHOJIOTUMN G6NOKY el H
K BONMpPOCaM ynpaB/ieHU UHTEeN1IeEKTya/IbHOW CO6CTBEHHOCTbIO0

@ Ito, Kensuke, and Marcus O'Dair. "A Critical Examination of the Application of Blockchain
Technology to Intellectual Property Management." Business Transformation through
Blockchain. Palgrave Macmillan, Cham, 2019. 317-335.

OKpy>katoLias cpeaa

P peiAMBOPK A1 UCNOJIb30BaHUSA TEXHOIONMU 6/10KYEiH B KauecTBe MHCTPYMEHTA
ynpaBneHns YrnepoaHbIM c/lie4oM

Liu, Kun-Hsing, et al. "The Framework of the Integration of Carbon Footprint and
Blockchain: Using Blockchain as a Carbon Emission Management Tool." Technologies and
Eco-innovation towards Sustainability I. Springer, Singapore, 2019. 15-22.

KpuntoakoHOMMUKa
AHanuns 83 TOKeHOB: BIMSAHUE TUNa U CTPYKTYPbl TOKEHA Ha ero CTOMMOCTb

Lo, Yuen C., and Francesca Medda. "Assets on the Blockchain: An Empirical Study of
Tokenomics." Available at SSRN 3309686 (2019).

Knbepb6esonacHocTb

Bonpocbl Kn6ep6esonacHoOCTU: yI3BUMOCTUN N BO3SMOXKHbIE€ KOHTPpMepbI €
MNCMNoJib30BaHNEM TeXHONI0rMu 671I0KYeH

Hasanova, Huru, et al. "A survey on blockchain cybersecurity vulnerabilities and possible
countermeasures." International Journal of Network Management (2019): e2060.
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DHepreTuka

OnepaunoHHas Mojenb Mo oNTUMM3aLnU ynpaBieHUs paboTo SHepreTNYeckKnx cucTem
(CES) n ToproBne a3Hepruei Ha 6a3e 6/10KUenH

@ Wang, Shen, et al. "Energy Crowdsourcing and Peer-to-Peer Energy Trading in Blockchain-
Enabled Smart Grids." arXiv preprint arXiv:1901.02390 (2019)

Kak TexHonorus 61okueiiH npeo6pasyeT sHEPreTNHecKyl oTpac/b: NpUMepbI
peanvsauumn v Bbi30BbI Nepes MHAYCTpUei

Cao,Yin. "Energy Internet blockchain technology." The Energy Internet. Woodhead
Publishing, 2019. 45-64.

WUccnepoBaHme BO3MOXKHOCTEN 6/10KUENH ANs SHepreTUu4Yecknx KOMNaHMn: Kak BHeApPATb
HOBble peLueHnn?

@ Farahmand, Haideh, and Mr Arta Farahmand. "Preparing for Blockchain Technology in the
Energy Industry: How Energy Sector Leaders Can Make Informed Decisions During the
Blockchain Adoption Process." Proceedings of the 52nd Hawaii International Conference
on System Sciences. 2019.

0630p u knaccupmnkaums okoso 140 KoMMepUeCKX N nccneaoBaTe/IbCKUX MHULMATUB
NPYMEHEeHUA TEXHOIOTUM 6/1I0KYEAH B 3HEpPreTuMKe, NpenMyLLLecTBa N OrpaHNYEHUS;
0630p OCHOBHbIX MPUHLMNOB TEXHOJIOT NI pacnpeaeneHHbIX peecTpoB

Andoni, Merlinda, et al. "Blockchain technology in the energy sector: A systematic review of
challenges and opportunities." Renewable and Sustainable Energy Reviews 100 (2019):
143-174.

N3meHeHMe ponin noTpebuTenein aNeKTPo3IHEPrum ¢ NOMOLLbI0 TEXHONOrNK 6/10KYeiiH:
noMTMUYecKkme NocneacTBUA ANs 3aKkoHopaTenbCcTBa EC 06 3neKTpoaHeprmm

Diestelmeier, Lea. "Changing power: Shifting the role of electricity consumers with
blockchain technology-Policy implications for EU electricity law." Energy Policy 128 (2019):
189-196.
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Mbl nomoraemMm nNpPUHATbL peLleHue O NpPUMEHEeHUNn
TexXHOoJ/Iornv 610KYemH

Mbl BepuM B TEXHONOTMI, HO MOHMMaeM ee orpaHuyeHus. [ns
3¢ PeKkTNBHOro BHeApeHUs HeobxoaMma cnaxeHHas pabora busHeca U
TEXHNYECKOV KOMaHZAbl. Mbl roTOBbl MPOMTM BeCcb MyTb OT MOMCKa
BO3MOXHbIX CLleHapveB W MOArOTOBKM KOHLeNuuM A0 peanrsaunu
NnUN0Ta U BHEeAPEHMA peLleHnst B busHec.

BnokKu4enH - NPocTo, Kak pas, ABa, TpU:

1. O6bsAcHAeM: nMpoOBOAMM CTpaTerMyeckme ceccmn Ans  Ton-
MeHeAXXMEHTA 1 COBCTBEHHUKOB O TEXHONOIMIN B/10KYenH

2. Uccnepyem: n3yyaem MUPOBOM OMbIT U CLEHapUy NprYMeHeHns
TeXHONIorny 610K4erH B B3Hece Nan NHAYCTPUKn

3. KoHcynbTupyem: rotoBvM Habop PpeneBaHTHbIX CLeHapues
NpPUMEHeHs TEXHONOTM B BalleM BU3Hece 1 HAYCTPpUK

Mbli roBOpuvM Ha A3blKax 6n3Heca N TeXHoNoruia 1 ymMeeM nepesognTb
C O4HOro Ha AperI7I. Tak Mbl pellaeM CaMble CZTOXKHbIE TO/T0BO/TOMKW.

Hawwv aHaITUKWM TOTOBbI npoBecTn Heo6xop,|/||v|b|e mccneaoBaHMA n
noAroToBMUTb  pesieBaHTHblE CUEHapun MNPpUMEHEHNA  TEXHONOornn
610K4eliH B B13HecCe, MHAYCTPUU Nnn CceKkTope 3KOHOMUKN.

Y Hac ecTb onbIT B noggepxke KpynHbix ICO, MHPPacTPyKTypHbIX W
KOpnopaTnBHbIX 6/10KYEeNH-NPOEKTOB.

AocTtyn K Heo6xoAMMOI 3KcnepTuUse Mo BCeEMYy MUpPy ANs
NHAVBUAYANbHbBIX PELLEHWI B KaX40M KOHKPETHOM C/y4ae.

MIND SMITH 000 "MANHACMAT"
yn. Mocounbmonckas, 746, 71
MockBsa, 119192, Poccus
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